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ACHIEVE ISO 27001 
CERTIFICATION

Level 3: Cyber ISO 27001 is for your business if:

You want to achieve ISO 27001 certifi cation and 
need support to plan your journey.

You need to develop or strengthen your 
Information Security Management System (ISMS).

You want to improve cyber resilience, meet 
customer requirements and prepare confi dently 
for audits.



Empowering Cyber Champions to achieve ISO/IEC 27001:2022 
certifi cation and build organisational resilience
Cyber ISO 27001 is for businesses that want to achieve best-in-class security, advanced 
resilience and ISO certifi cation. ISO 27001 requires a strong Information Security Management 
System (ISMS) and preparation for audits. This training gives your ISO 27001 Champion the 
knowledge and practical tools to plan, introduce and achieve certifi cation. 

Workshop Outcomes

You will develop the mindset and skills to create your ISO/IEC 27001 Certifi cation Action Plan:

Get support throughout the ISO 27001 certifi cation process.

Understand the ISO 27001 requirements and security controls.

Learn how to identify gaps, assess risks and document the controls you need.

Understand leadership responsibilities, ISMS scope and how it fi ts into your business.

Learn how to engage staff , manage audits and keep improving security.

Develop a practical plan to implement controls, prepare for audits and maintain 
certifi cation.



Our tutors are certified ISO/IEC 27001 Lead Auditors and educators with experience in 
ISMS deployment across SMEs, cybersecurity, digital forensics, and organisational change. 
They create a supportive and engaging learning environment that encourages reflection, 
collaboration, and practical application. 

This training complements Cyber Essentials, digital transformation, and risk management 
initiatives. 

Eligibility & Funding

Cyber ISO 27001 training is fully funded for employees and managers from small or medium-
sized (SMEs) manufacturing businesses operating in Yorkshire who are registered with Made 
Smarter and committed to implementing ISO 27001:2022 to certify their business.

Participants must attend all sessions and complete the short workplace project to develop their 
Readiness Action Plan. 

Cyber Essentials Plus accreditation, or equivalent, is required for this course and prior ISMS 
knowledge would be beneficial.   
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Workshops
Designed to fit around busy schedules, this training is delivered through 16 hours of support 
across 2-4 sessions, over two months. Delivered online, in person, or onsite at your business. 
It will provide practical ISO 27001:2022 readiness skills, 1-2-1 tailored coaching and leave your 
businesses with a tailored 90-day Action Plan. 

 1. ISMS Foundations & Gap Analysis 

ISO 27001:2022 overview, key clauses and 
Annex A structure, context and leadership 
initial ISMS gap assessment. 

 2. Risk Management Essentials 

Asset identification, risk assessment, risk 
register, risk treatment and control selection.  

 3. Reflection & Homework 

Consolidating key gaps and drafting a list of 
information assets and current controls.  

 4. Annex A Controls & Statement of 		
          Applicability 

Annex A control themes, prioritising controls 
for businesses and drafting a Statement of 
Applicability.  

 5. Implementation, Audit & Certification  

ISMS processes, internal audits, management 
review and preparation for Stage 1 & 2 
certification audits.

 6. Close & Next Steps 

Final Q&A, key takeaways and signposting 
further ISO 27001 support.  



Participants will apply the work to their own business, completing a gap analysis, a risk register, 
a draft Statement of Applicability, and a 90-day ISO 27001 Readiness Action Plan. 

      

Register at madesmarter.uk/yorkshire-cyber 
or using the QR code.
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Cyber Training Levels

Level Aim Outcome

Cyber Security 

Awareness

2.5 hour online workshop for businesses 
with no or limited cyber awareness to 

inspire safer cyber practices.

Business understands what cyber 
security is within their business and 

identifies wider requirements.

Level 1

Cyber Essentials􀁏􀁍􀁒􀁋􀀃􀀱􀁉􀁚􀁉􀁐􀀃􀈦􀀃􀀨􀁝􀁆􀁉􀁖􀀃􀀪

Two x 3.5 hour workshops focused on 
supporting businesses to implement 

cyber security within operations.

 Business achieves Cyber Essentials 
accreditation.

Level 2

Cyber Essentials Plus

8 hours of bespoke training to support 
businesses to deepen cyber resilience 

within operations.

 Business achieves Cyber Essentials 
Plus accreditation.

Level 3

Cyber ISO 27001

16 hours of bespoke training 
to support businesses to achieve 

best in class security.

Business is ISO/IEC 27001:2022 
accreditation ready.



Next steps to growth
Places are limited. Register at madesmarter.uk/yorkshire-cyber, scan the QR code below, or contact your 
Business Relationship Manager today.

Les Selby Hull & East Yorkshire
les.selby@hullandeastyorkshire.gov.uk
07562 910840

Mike Pennington York & North Yorkshire
mike.pennington@ynygrowthhub.com
07919 222395

Nick Edwards West Yorkshire
nick.edwards@westyorks-ca.gov.uk
0113 348 1555

Vernon Tolson South Yorkshire
vernon.tolson@southyorkshire-ca.gov.uk
07919 111375

madesmarter.uk/yorkshire-cyber
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